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Sapsi Office is protected by a Sophos XGS 107 firewall.

There is web filtering malware protection in place on the firewall

From the Office is a secure RED Tunnel to the Datacentre for hosted server access.
RED tunnel is using TLS v1.2

RED terminates into the Datacentre Firewall and is immediately routed via the firewall
and switches to the SAPSI dedicated VLAN

Servers hosted for Sapsi are behind the Datacentre firewall, this device allows
outbound traffic with Web filtering and malware protection as well as Zero day
protection.

The servers are also secured behind multiple firewall rules.

The LMS shared server can only be accessed from the outside via the Firewall, this is
then routed into a HA Proxy then only to the server itself, offering multiple layers of
protection for any inbound traffic.

All connections are HTTPS and secured using SSL certificates on 2048 Encryption.
Servers are backed up using Veeam Backup and Replication and a copy stored offsite.
Veeam is making complete images of the servers daily.
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